
 

 

 

It is all about Data and Transactions 

Tamper-proof, immutable and transparent data transactions stored on distributed digital ledgers are fundamentally 
transforming how businesses and people interact. Blockchain and Distributed Ledger Technology are one of today’s most 
disruptive emerging digital technologies. Fujitsu offers the most comprehensive set of distributed ledger services to securely 
extend business processes and manage transactions in trusted networks with suppliers, banks, customers, and other business 
counterparties.  

Blockchains and Distributed Ledgers hold the potential to streamline processes, save costs, reduce settlement times and 
enhance the agility of a company as a whole. On the other hand, the technology also holds the potential to disrupt or create 
new business models. 

InvoiceFlow 

In a context where enterprises, governments and individuals are confronted with errors and fraud attempts regarding invoicing 
processes (about 10% of invoices actually have issues), ensuring trust in the invoicing process becomes mandatory. For this 
reason, Fujitsu created InvoiceFlow; an invoicing solution ensuring trust at every step of the invoicing process. InvoiceFlow is 
the result of the fusion between Fujitsu’s expertise and the power of Hyperledger Fabric. It uses a blockchain-based technology 
to collect and process data in a fast and secure way. InvoiceFlow ensures an invoice is coming from a legitimate source, for an 
expected and legitimate purpose. It also prevents fraudulent and/or erroneous handling and multiple paying of invoices. By 
using the InvoiceFlow web application or the APIs, companies have the ability to verify and validate every steps of the invoicing 
process, linking invoice data with purchase order data, from the creation of the invoice to its authorization for payment.  

Fujitsu Blockchain and 
Distributed Ledger 
Solutions 

InvoiceFlow 

Procurement and invoice fraud is estimated to cost UK business alone £127 
billion a year, with the use of so-called ‘crime-as-a-service’ gangs on the rise – 
where an invoice scam can be set up in less than a day with the cyber-
criminals accepting a percentage of the gains as their fee. Fujitsu InvoiceFlow 
eliminates the threat of scams by cryptographically joining a buyer’s purchase 
order, any related payments and all related invoice data from the seller for the 
entire lifecycle of the account. 
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Feature Summary 

InvoiceFlow has the following key features by design 

 Permissioned ledger with role authentication: 
Defined user roles specify the availability of 
features. Separate views are available for each of 
these roles. 

 Creation of Business Networks:  
From a complex business network of 1 large 
enterprise with a large set of suppliers to a group 
of companies that just want to collaborate, 
InvoiceFlow supports various complex and simple 
scenarios driven by the same user experience and 
form factor. 

 Invoice Validation via ERP system:  
Invoice hashes are used by the ERP system of the 
using company (‘buyer’) to validate invoice details 
like Line Item N° and amount, PO Number, total 
invoice amount, VAT, etc. provided by the 
participating company (‘seller’). Every company 
can both be buyer and seller depending on the 
assigned role or even both. 

 InvoiceFlow Dashboard: A status overview of all 
the invoices that are currently in the system with 
role based personalization 

 

 Encrypted data store 
The distributed ledger stores the metadata on the 
file (e.g. hashes, audit information, etc.) and the 
actual is stored on secured and encrypted storage 
either in the cloud or possibly on-premise if at 
least 1 node of the business network is installed 
on-premise 

 Extensive API engine:  
InvoiceFlow is easy to connect as it has an API 
service embedded and can be fully automated 
without having to use the interface. Structured 
upload of invoice details is also supported for 
lower volumes 

 Secure environment:  
Using the latest pen-testing tools, Fujitsu secures 
its application with the most up to date protocols 
and encryptions. 

 Hyperledger Explorer included: User-friendly web 
application which can view, invoke, deploy or 
query blocks, transactions and associated date, 
network information, chain codes and transaction 
families, as well as any other relevant information 
stored in the ledger. 

 Verification of invoices against ledger: 
Authenticated users can verify the legitimacy or 
the ERP system can display a message in the 
invoice cockpit 

 Detailed activity log:  
Usage of the application is logged in an 
immutable audit log providing tamper-proof 
evidence of actions and events on the application 
or the API. 

 

Business Benefits 

The Business Benefits can be summarized as follows:  

1 Fraud with invoices is drastically reduced  

2 Tracking and tracing of invoices, linking them in a 
tamper-proof and evidenced way to registered 
purchase orders in the financial system 

3 Reduction of delays, risk and high fees by 
enabling an efficient audit, regulatory and 
compliancy approach and in addition to avoiding 
reliance on intermediaries 

4 Designed to run Enterprise Business Workloads 
and can be interfaced with all major ERP and 
other Enterprise-class systems  

5 Acceleration of transactions and the elimination 
the off-line activities  

6 Quick and simplified configuration with full Role 
Based Access Control 

7 Driven by User Experience whilst focusing on 

business velocity 

8 Build trusted networks for members inside or 

outside the company  
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Blockchain and Distributed Ledger Technology in less than 180 words  

A Distributed Ledger can be described as a ledger of transactions of value or digitized or assets, which are 
maintained in decentralized form factor across different systems, locations and people (nodes), reducing or 
eliminating the need of a central authority to keep a check for manipulation.  

The information is securely, immutably and accurately stored using cryptography and is accessed using keys and 
cryptographic signatures. It does not prove the accuracy of the data itself; it proves what happens with the data 
thus reducing risk. Under the distributed ledger is the blockchain, which is the technology that finds its origin in 
bitcoin. The technology has ventured far beyond its original intent. 

Once stored, it is an immutable database, which the rules of the network govern. It enables trust in untrusted 
environments between an unknown number of parties (permissionless) or known number (permissioned) by 
digitally creating, storing and transferring value and assets. 

In Enterprise context, Distributed Ledger and Blockchain technologies are today a supplementary platform not an 
end-to-end solution in business ecosystems, unless working from a relative blank sheet. 

Technical Details 

The application runs on Hyperledger Fabric 1.4 LTS (Long 
term Support version) and is available as a service via 
Azure or other cloud platforms and can, on request, be 
deployed in private environment (on premise). 
Hyperledger Fabric is a blockchain framework 
implementation and one of the Hyperledger projects 
hosted by The Linux Foundation. Intended as a foundation 
for developing applications or solutions with a modular 
architecture, Hyperledger Fabric allows components, such 
as consensus and membership services, to be plug-and-
play. Hyperledger Fabric leverages container technology to 
host smart contracts called “chaincode” that comprise the 
application logic of the system. 

Pricing models 

The application and the ‘as a service’ availability supports 
different charging models depending on the business 
network and the intended usage scenarios of the instance. 
The Fujitsu Expert jointly work with the customers to define 
the most optimal scenario. Some examples are: number of 
uploads or transactions per month – with a minimum 
commit and threshold on total amount, number of 
validations per month – with a minimum commit and 
threshold on total amount, unlimited use, etc. 

An on premise installation may trigger a different approach 
in the charging mechanism as typically the base 
infrastructure is there foreseen by the customer ('private' 
cloud). Additionally, the on-premise installation may 
require modifications in the existing network configuration, 
firewall design (DMZ) and required isolation of the 
instance to ensure the best possible security perimeter for 
both the existing and the new environment. An on premise 
installation is considered a separate project for the setup 
and configuration part and requires close collaboration 
from both the customer teams and Fujitsu. 

Contact Details 

Contact your local Fujitsu Representative who will liaise 
with the Fujitsu EMEA Blockchain Innovation Center 

Blockchain and DLT Services from Fujitsu  

The Fujitsu offering spans over the service lines and 
includes consulting, development, applications, 
infrastructure, managed services, cloud, software and 
standalone solutions. Fujitsu is ready to deliver scalable, 
secure, business-ready Blockchain and Distributed Ledger 
Technology solutions in a wide variety of industries. To 
cater to customer’s needs Fujitsu has established the 
EMEIA Blockchain Innovation Center in Brussels, Belgium, 
as the center of excellence and competence hub. A number 
of Services are: 

 Consultancy and Use Case analysis; 

 Native Hyperledger Fabric and Ethereum services 
(consulting, development, applications, 
infrastructure, managed services, monitoring 
services etc.); 

 Fujitsu Enterprise Blockchain, a ready-to-use 
‘Blockchain as a Service’; 

 Development services (Agile / Scrum); 

 As a Service applications (InvoiceFlow, 
DocumentFlow, TaskFlow, etc.); 

 Proof of Business Service Offering: enablement 
offering for new customers; 

 Proof of Business Use Case Deep Dive Service 
Offering: validation offering for customers already 
working with Blockchain and DLT. 

The blockchain and DLT Cloud services from Fujitsu are 
designed for continuous operation as a highly secure, 
resilient, scalable platform with continuous monitoring 
and autonomous recovery of all network components with 
continuous backup of the ledger blocks and configuration 
information. Adopting features such as Kubernetes and 
other mechanisms achieve this.
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Contact 
 
Telephone: +32 (0)2-536 6111 
Email: emeia.blockchaincenter@ts.fujitsu.com  
Fujitsu Technology Solutions N.V. (Fujitsu) 
Marie Curie square 12 
B-1070 Brussels 
Belgium 
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Trust - we have never needed it more 

We are living in a world that is more connected, more 
globally integrated and faster paced than it has ever been. 
The benefits that have been brought by digital technology 
seem obvious and ubiquitous. However, the world is 
increasingly becoming chaotic. 

In the spaghetti-like complexity of the networked world, 
many of the traditional structures and institutions that we 
relied upon are proving inadequate or even breaking down. 
Governance struggles to keep pace with technology; data 
grows faster than it can ever possibly be controlled. 

Today we cannot tell what is true on the web. We are in the 
dark as to who uses our private data and where. We are 
seeing an increase in the damage from cyber-attacks, 
which now target critical social infrastructure as well. AI is 
advancing rapidly and being applied in many fields.  

There is a growing concern about the trustworthiness of 
AI’s judgement and the impact of the technology on jobs. 
Is there any way out of the chaos? 

In today’s complex world, trust has become a big 
challenge. Rebuilding trust is the central issue to a better 
future. 

As a service oriented company founded on delivering 
strong digital technologies and as your business partner, 
Fujitsu wants to co-create trusted businesses and 
contribute to realizing a sustainable world. As part of our 
Technology and Service Vision, we lay out our thinking on 
how trust can be rebuilt for business and society, and what 
technology can make it possible. 

For more information, please visit 
https://www.fujitsu.com/global/vision/ 

About the Fujitsu EMEIA Blockchain Innovation center 

In March 2018, Fujitsu opened the Blockchain Innovation 
Center in Brussels, Belgium with the aim of developing the 
potential of blockchain beyond financial services as a new 
architecture for information systems and sectors of all 
kinds. To do this the Center will undertake research with 
external partners and collaborate on specific projects to 
explore the technology’s potential and limitations.  

The initial blockchain R&D project at the center focuses on 
‘Blockchain as enabler of services in the context of Smart 
Cities’, and is being conducted in collaboration with 
Innoviris, the Brussels institute for the encouragement of 
scientific research and innovation.  

Although the initial focus is on Smart Cities, the goal is to 
deliver scalable, secure, business-ready blockchain and DLT 
solutions in a wide variety of industries and bring Japanese 

research to EMEIA market. The Center symbolizes and 
illustrates Fujitsu’s structural commitment to blockchain 
and other Distributed Ledger Technologies (DLT). 

About Fujitsu 

Fujitsu is the leading Japanese information and 
communication technology (ICT) company, offering a full 
range of technology products, solutions and services. 
Approximately 140,000 Fujitsu people support customers 
in more than 100 countries. We use our experience and the 
power of ICT to shape the future of society with our 
customers. 

For more information, please visit  
http://www.fujitsu.com. 

About Fujitsu EMEA 

Fujitsu is the leading Japanese information and 
communication technology (ICT) company offering a full 
range of technology products, solutions and services. 
Fujitsu promotes a Human Centric Intelligent Society, in 
which innovation is driven by the integration of people, 
information and infrastructure.  

In the Europe, Middle East, India and Africa region 
(EMEIA), our 27,000-strong workforce is committed to 
Digital Co-creation, blending business expertise with 
digital technology and creating new value with ecosystem 
partners and customers. We enable our customers to 
digitally transform with connected technology services, 
focused on Artificial Intelligence, the Internet of Things, 
and Cloud - all underpinned by Security. 

For more information, please visit 
http://www.fujitsu.com/fts/about/ 


